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Abstract—The secrecy outage performance of wireless com-
munication systems operating over spatially correlated com-
posite fading channels is analyzed in this paper. We adopt a
multiplicative composite channel model for both the legitimate
communication link and the link between the eavesdropper and
the legitimate transmitter, consisting of Nakagami-m distributed
small-scale fading and shadowing (large-scale fading) modeled
by the Gamma distribution. We consider the realistic case
where small-scale fading between the links is independent, but
shadowing is arbitrarily correlated, and present novel analytical
expressions for the probability that the secrecy capacity falls
below a target secrecy rate. The presented numerically evaluated
results, verified by equivalent computer simulations, offer useful
insights on the impact of shadowing correlation and composite
fading parameters on the system’s secrecy outage performance.
Index Terms—Fading correlation, Gamma distribution,
Nakagami-m fading, physical layer security, secrecy capacity.
I. INTRODUCTION
Physical Layer Security (PLS) has been recently considered as
a companion technology to conventional cryptography offering
the potential to significantly enhance the quality of secure
communication in fifth generation (5G) wireless networks [1].
In the pioneering work of Wyner in information theoretic
security [2], it was shown that secure communication is
feasible when the channel quality of legitimate parties is better
than that of the eavesdropper. However, in practice, there are
certain cases where the latter channels may experience corre-
lated conditions, which will intuitively render the performance
of PLS schemes limited. Spatial fading correlation highly
depends on antenna deployments, proximity of the legitimate
receiver and eavesdropper, as well as scatters around them [3].
Assuming that the legitimate transmitter knows the channel
gains towards the legitimate receiver and eavesdropper in [4],
the loss of the secrecy capacity due to spatial correlation
was quantified. Infinite series expressions for both the average
secrecy capacity and outage probability were obtained in
[5] for correlated Rayleigh fading channels. By considering
that the legitimate communication link and the link between
the eavesdropper and the legitimate transmitter are arbitrarily
correlated and both modeled by the log-normal distribution,
[6] studied the Probability of the Non Zero Secrecy Ca-
pacity (PNZSC). The PLS of Multiple-Input Multiple-Output
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(MIMO) wiretap channels with orthogonal space-time block
codes was investigated in [7]. In that work, the fading channels
between the legitimate link and the link between the eaves-
dropper and the legitimate transmitter were assumed to be
independent and modeled as Ricean and Rayleigh distributed,
respectively. However, within each communication link the
multiple fading channels, resulting from the utilization of
multiple antennas, were assumed to be arbitrarily correlated.
Recently in [8], the average secrecy capacity and Secrecy
Outage Probability (SOP) were studied for the cases where
legitimate and eavesdropper links experience independent log-
normal fading, correlated log-normal fading, or independent
composite fading conditions. In the context of underlying
cognitive radio networks, the SOP performance was also lately
investigated in [9] considering correlated Rayleigh fading.
Motivated by the latest advances in the secrecy capacity
analysis [10] and aiming at studying PLS performance under
more realistic fading conditions, we adopt in this paper a
correlated composite fading channel model for the legitimate
and eavesdropping links. Our model comprises of independent
small-scale fading and arbitrarily correlated shadowing. For
the small-scale fading we consider the versatile Nakagami-
m fading model [11], while shadowing (large-scale fading)
is modeled by the Gamma distribution. We first present a
novel analytical expression for the numerical SOP evaluation.
Then, for the important special case of non zero secrecy
capacity, a novel infinite series representation for PNZSC is
deduced. Finally, in order to obtain further insights on the
key factors affecting PLS performance, a simple closed form
expression for PNZSC that becomes asymptotically tight for
high values of the Signal-Noise-Ratio (SNR) is presented.
All derived analytical results are substantiated with equivalent
ones obtained by means of computer simulations.
Notations: E{·} denotes expectation, Γ(·) is the Gamma
function [12, eq. (8.310/1)], (x)i , Γ(x + i)/Γ(x) is the
Pochhammer’s symbol [12, p. xliii], u(·) is the unit step
function [12, p. xliv], Ka(·) is the modified Bessel function
of the second kind and order a [12, eq. (8.407/1)], U(·, ·, ·) is
the Kummer hypergeometric function [12, eq. (9.210/2)], and
Gm,np,q [·] is the Meijer’s G-function [12, eq. (9.301)].
II. SYSTEM AND CHANNEL MODELS
We consider a legitimate wireless communication link
where a legitimate transmitter sends a message to the legiti-
mate receiver B, while the eavesdropper E attempts to decode
this message from its received signal through the wireless link
between itself and the legitimate transmitter. The channel links
2are assumed to be arbitrarily correlated due to either close
proximity of B and E or similarity of the scatters around them.
In addition, we assume that both channels experience ergodic
block fading, where channel coefficients remain constants
during a block period and vary independently from one block
to the next one. We also consider, similar to [4]–[9], [11],
[13]–[17], that the channel coefficients from the legitimate
transmitter to B and to E are ideally estimated in B and E,
respectively. In cases of active eavesdropping, E is capable
of estimating its corresponding channel as B does, whereas
in other cases, it needs to eavesdrop characteristics of the
channel estimation process (e.g., the legitimate transmitter’s
pilots signals).
Assuming narrowband communication links, the baseband
received complex-valued signals at B and E, respectively, can
be mathematically expressed as
yB =
√
phBs+ nB, (1a)
yE =
√
phEs+ nE , (1b)
where p denotes the fixed average power of the legitimate
transmitter and s is its unit power complex-valued information
message chosen from a discrete modulation set. In (1), hB and
hE represent the complex channel gains from the legitimate
transmitter to B and to E, respectively. Also, nB and nE de-
note the zero mean Additive White Gaussian Noises (AWGNs)
at B and E, respectively, with variances σ2B and σ
2
E .
Both wireless channels are assumed to be subject to com-
posite propagation conditions incorporating multipath fading
and shadowing. The former is modeled by the versatile
Nakagami-m distribution, while the latter by the Gamma
distribution. In mathematical representation, we model the
amplitudes of the channel gains as gB , |hB| =
√
b1w1
and gE , |hE | =
√
b2w2, where b1 and b2 are Gamma
random variables (RVs) with shaping parameters k1 and k2
and scaling parameters θ1 and θ2, respectively. In addition,
w1 and w2 are assumed to be Nakagami-m RVs with shaping
parameters m1 and m2 and average powers Ω1 , E{w21}
and Ω2 , E{w22}, respectively. Due to either close proximity
of B and E and/or similarity of the scatters around them, we
consider the realistic case where gB and gE are correlated RVs
resulting from correlated shadowing, but small-scale fading is
assumed to be independent between B and E. As such, w1 and
w2 are assumed to be independent Nakagami-m RVs, whereas
b1 and b2 are modeled as correlated Gamma RVs.
Capitalizing on the system model of (1a), the instantaneous
received SNR at B is given by γ1 , pg
2
B/σ
2
B with average
value derived as γ1 , pE{g2B}/σ2B, where E{g2B} = k1θ1Ω1.
Similarly from (1b), the instantaneous received SNR at E
and its average value are given by γ2 , pg
2
E/σ
2
E and
γ2 , pk2θ2Ω2/σ
2
B , respectively. The joint Probability Density
Function (PDF) of γ1 and γ2 for the considered arbitarily cor-
related composite Nakagami-m/Gamma fading channel model
can be obtained by employing [18, eq. (3)] for the special case
of independent Nakagami-m RVs and after using a standard
transformation of RVs, yielding
fγ1,γ2(x1, x2) =
4(1− ρ)k2
Γ(m1)Γ(m2)
∞∑
i,j=0
(k1)i(k2 − k1)jρi+j
i!j!(i+ k2)j
×
2∏
ℓ=1
Aξℓℓ x
ξℓ−1
ℓ
Γ(i+ kℓ)
Kψℓ
(
2
√
Aℓxℓ
)
, (2)
where ξ1 , (m1 + k1 + i)/2, ξ2 , (m2 + k2 + i + j)/2,
ψ1 , m1−k1−i, ψ2 , m2−k2−i−j, and Aℓ , mℓkℓ(1−ρ)γℓ . In
the latter PDF expression, ρ ∈ [0, 1) represents the correlation
coefficient between the RVs b1 and b2 [18, Sec. II].
III. SECRECY PERFORMANCE ANALYSIS
In this section, we present novel analytical expressions for
the SOP and PNZSC performance of the considered PLS
communication system operating over arbitrarily correlated
composite Nakagami-m/Gamma fading channels.
A. Secrecy Outage Probability (SOP)
The SOP performance of the PLS system described in
Section II is given by the following probability [13, eq. (7)]
Po(r) , 1− Pr [γ1 > 2r (1 + γ2)− 1]
= 1−
∫ ∞
0
∫ ∞
h(x2,r)
fγ1,γ2(x1, x2)dx1dx2, (3)
where r denotes the target secrecy rate in bps/Hz and
h(x2, r) , (1 + x2)2
r − 1. Based on the latter integral
expression, we establish in the following proposition a method
for the efficient numerical SOP evaluation.
Proposition 1. The SOP of the considered PLS system can be
tightly approximated numerically using the expression given
by (4) (top of next page), where wk and tk for k = 1, 2, . . . , 15
are the weights and abscissas given in [19, Tabs. II and III].
Proof. Substituting the joint PDF of γ1 and γ2 given by (2)
into (3), the following two-fold integral is deduced
I=
∞∫
0
∞∫
0
u
(
x1
h(x2, r)
− 1
) 2∏
ℓ=1
xξℓ−1ℓ Kψℓ
(
2
√
Aℓxℓ
)
dxℓ. (5)
The inner integral, i.e., the one with respect to x1, can
be computed in closed form by expressing the Bessel and
unit step functions in terms of Meijer’s G-functions, i.e., as
Kν(2
√
x) = 0.5
√
piG2,00,2
[
x
∣∣ −
−ν/2,ν/2
]
[20, eq. (8.4.23/1)] and
u (x− 1) = G0,11,1 [x |10 ] [20, eq. (8.4.2/1)], respectively. Then,
by employing the integral expression [20, eq. (2.24.1/1)], (5)
can be simplified to the following single integral
I =A
−ξ1
1
2
∫ ∞
0
G3,01,3
[
A1h(x2, r)
∣∣ 1
0,−ψ1/2+ξ1,ψ1/2+ξ1
]
× xξ2−12 Kψ2
(
2
√
A2x2
)
dx2.
(6)
It is noted that all necessary conditions for the existence of
[20, eq. (2.24.1/1)] are satisfied throughout this paper’s anal-
ysis. The integral in (6) cannot be in general solved in closed
form when r > 0 holds. However, by employing the iden-
tity Kν(x) =
√
pie−x(2x)νU (0.5 + ν, 1 + 2ν, 2x) [12, eq.
3Po(r) ∼=1− 4
√
pi
(1 − ρ)k2
Γ(m1)Γ(m2)
∞∑
i,j=0
(k1)i(k2 − k1)j2−2i−2k1+1ρi+j
i!j!(i+ k2)jΓ(i+ k1)Γ(i + k2)
15∑
k=1
wkt
4m1−1
k
×G3,01,3
[
2r−2k2m2t
4
kγ1
k1m1γ2
+
(2r − 1)k2m2
(1− ρ)γ2
∣∣∣ 10,i+j+k2,m2
]
U
(
m1 − i− k1 + 1/2, 2m1 − 2i− 2k1 + 1, 2t2k
) (4)
Po(0) =
(1− ρ)k2
Γ(m1)Γ(m2)
∞∑
i,j=0
(k1)i(k2 − k1)jρi+j
i!j!(i+ k2)jΓ(i + k1)Γ(i + k2)
G2,33,3
[
m1k1γ2
m2k2γ1
∣∣∣1,1−m2,1−i−j−k2i+k1,m1,0
]
(7)
(9.238/3)] as well as the change of variables 2
√
A2x2 = y
2,
the resulting integral can be efficiently evaluated numerically
by using the modified Gauss-Chebyshev quadrature technique
described in [19]. Following this technique, SOP can be nu-
merically evaluated as in (4), thus, completing the proof.
B. Probability of Non Zero Secrecy Capacity (PNZSC)
PNZSC defined using (3) as Po(0) often serves as a funda-
mental benchmark on the secrecy performance of PLS systems
[13]. Although it can be numerically approximated for the
considered PLS system from (4) after setting r = 0, we next
present a novel analytical PNZSC infinite series representation.
Proposition 2. An infinite series expression for PNZSC for
the considered PLS system is given by (7) (top of this page).
Proof. Starting from (3), the PNZSC Po(0) is obtained as
Po(r) =
∫ ∞
0
∫ ∞
x1
fγ1,γ2(x1, x2)dx2dx1. (8)
Substituting the joint PDF expression (2) into (8), the follow-
ing two-fold integral appears in the PNZSC expression
J =
∫ ∞
0
∫ ∞
x1
2∏
ℓ=1
xξℓ−1ℓ Kψℓ
(
2
√
Aℓxℓ
)
dxℓ. (9)
The latter inner integral with respect to x2 can be solved using
[20, eqs. (8.4.23/1), (8.4.2/1), and (2.24.1/1)] yielding
J =A
−ξ2
2
2
∫ ∞
0
G3,01,3
[
A2x1
∣∣ 1
0,−ψ2/2+ξ2,ψ2/2+ξ2
]
× xξ1−11 Kψ1
(
2
√
A1x1
)
dx1.
(10)
Finally, (7) is deduced after using [20, eq. (2.24.1/1)].
C. Asymptotic Analysis for PNZSC
To gain further insights on the impact of the composite
fading parameters as well as of shadowing correlation on
the considered PLS system’s performance, we next present
a closed form asymptotic expression for PNZSC that is valid
for high values of the average received SNRs.
Proposition 3. For high values of γ1, PNZSC can be obtained
from the following expression with α1 , min{k1,m1}:
Po(0)
γ1→∞∼= (1 − ρ)
k2Γ(|k1 −m1|)Γ(k2 + α1)
α1
∏2
ℓ=1 Γ(mℓ)Γ(kℓ)
× Γ(m2 + α1)
(
m1k1γ2
m2k2γ1
)α1
. (11)
Proof. When γ1 → ∞, holds θ1 → ∞. For this asymptotic
case, the joint Moment Generating Function (MGF) of b1 and
b2 obtained using [21, eq. (7)] can be approximated as
Mb1,b2(s1, s2)
γ1→∞∼= (1− ρ)
−k1∏2
ℓ=1 θ
kℓ
ℓ
(
sℓ +
1
θℓ(1−ρ)
)kℓ . (12)
By taking the inverse Laplace transform of the latter MGF, the
joint PDF of b1 and b2 can be asymptotically approximated as
fb1,b2(y1, y2)
γ1→∞∼= (1 − ρ)
−k1yk1−11 y
k2−1
2
Γ(k1)Γ(k2)θ
k1
1 θ
k2
2
e
−
∑2
ℓ=1
yℓ
θℓ(1−ρ) .
(13)
The joint PDF of RVs gB and gE can be derived as follows
fgB ,gE (x1, x2) =
∫ ∞
0
∫ ∞
0
fgB |b1(x1|y1)fgE |b2(x2|y2)
× fb1,b2(y1, y2)dy1dy2, (14)
where fgB |b1(·) denotes the PDF of gB conditioned on b1
and fgE |b2(·) denotes the PDF of gE conditioned on b2.
Based on the channel model in Section II, the latter PDFs
are the marginal Nakagami-m PDFs with average powers
E{g2B|b1} = b1Ω1 and E{g2E |b2} = b2Ω2, respectively. Using
the transformations of RVs γ1 = g
2
Bγ1/k1θ1Ω1 and γ2 =
g2Eγ2/k2θ2Ω2 in the joint PDF definition (14) yields after
some algebraic manipulations the following asymptotically
approximate bivariate PDF expression
fγ1,γ2(x1, x2)
γ1→∞∼= 4(1− ρ)k2
×
2∏
ℓ=1
[
Aξ˜ℓℓ
xξ˜ℓ−1ℓ
Γ(kℓ)Γ(mℓ)
Kψ˜ℓ
(
2
√
Aℓxℓ
)]
, (15)
where ξ˜ℓ , (mℓ + kℓ)/2 and ψ˜ℓ , mℓ − kℓ. The proof com-
pletes by using the identityKα1(x)
x→0∼= (2/x)|α1|Γ(|α1|)/2, a
similar line of arguments as in the proof of Proposition 2, and
[20, eq. (2.24.2/1)] for evaluating the finally resulting single
integral with respect to x1.
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Figure 1. SOP vs r in bps/Hz for various values of the correlation coefficient
ρ, the small-scale shaping parameter m, and the shadowing parameter k.
IV. NUMERICAL RESULTS AND DISCUSSION
In this section, we numerically evaluate the analytical ex-
pressions (4), (7), and (11) for the secrecy outage performance
of the considered PLS communication system that operates
over arbitrarily correlated composite Nakagami-m/Gamma
fading channels. In the two figures that follow we also include
equivalent results obtained by means of computer simulations
in order to verify the correctness of the presented mathematical
formulas. For the numerical evaluation of the double infinite
series appearing in (4) and (7), we have truncated both series in
each expression to the same finite number of terms N leading
to a perfect match with equivalent computer simulations up
to the third significant digit. In general, N increases with
increasing values of any of the parameters ρ, m1, m2, k1, and
k2, and decreases as the average SNR increases. To further
decrease the computational complexity of (4) and (7), the
included Kummer hypergeometric function and the Meijer G-
function have been first precomputed and then stored, and
finally used in the evaluation of the respective truncated series.
Figure 1 illustrates SOP versus r in bps/Hz for the common
average SNR values γ1 = γ2 = 4dB, various values of the
correlation coefficient ρ, of the common shadowing shaping
parameter k , k1 = k2, and of the common small-scale
shaping parameter m , m1 = m2. PNZSC as a function of
γ1 in dB is depicted in Fig. 2 for γ2 = 0dB, m = 4, as well
as different values of ρ and the shadowing parameters k1 and
k2. For the SOP results in Fig. 1 we have used from N = 10
(for k = 1, m = 1, and ρ = 0.2) to N = 45 (for k = 1,
m = 4, and ρ = 0.9) terms to truncate both infinite series
included in (4). The corresponding range of terms in Fig. 2
for the PNZSC curves obtained using (7) is from N = 10
to N = 30. As shown in both figures and as expected,
SOP degrades with increasing r and PNZSC improves with
increasing γ1. In addition, increasing ρ and/or the shadowing
parameters degrades SOP for the plotted range of r in Fig. 1,
and improves PNZSC as γ1 increases as depicted in Fig. 2.
This trend for the SOP and PNZSC performance agrees with
k
1
 = 2k
2
 = 8
  = 0.2
  = 0.6
  = 0.9
 Asymptotics
 Simulations
 
 
Pr
ob
ab
ili
ty
 o
f N
on
 Z
er
o 
Se
cr
ec
y 
C
ap
ac
ity
 (P
N
ZS
C
)
Average Received SNR 
1
 in dB
k
1
= k
2
 = 1
Figure 2. PNZSC vs γ1 in dB for γ2 = 0dB and m = 4, different values
of the correlation coefficient ρ, and the shadowing parameters k1 and k2.
that in [4]–[8], [13] either correlated small-scale fading or
correlated shadowing was considered.
The numerically evaluated performance results of the an-
alytical expressions (4), (7), and (11) included in Figs. 1
and 2 reveal that large and severely correlated shadowing
in the legitimate receiver and eavesdropper might have a
detrimental effect in the secrecy outage performance, even
if small-scale fading between these nodes is independent.
Future extensions of our framework include the consideration
of MIMO techniques at some or all communications ends and
the analysis of the impact of imperfect channel estimation.
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